
How to Buy 
the Right E&O 
and Cyber 
Coverage for 
Your Technology 
Business



Tech Errors & Omissions and Cyber coverages 
are “must haves” to do business these days. 
However, choosing the right policy that will 
actually protect your technology operation and 
won’t cost you an arm and a leg isn’t easy. 

PSA Tech compiled this ebook to help you 
navigate the insurance market. The best 
practices and considerations discussed below 
should guide you in making a more informed 
decision to select the Tech E&O and Cyber 
policy that meets your financial needs while also 
protecting your business. 
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INCREASED CLIENT DEMANDS

You may also have noticed that your customers, 
especially commercial companies and state 
and local governments, care more about your 
insurance coverage. 

For example, the US government understands 
that it is a target for Nation State actors 
and other well-funded cybercriminals. In 
response, they have increased cybersecurity 
requirements on their supply chain. For instance, 
the Department of Defense now requires the 
Cybersecurity Maturity Model Certification 
(CMMC) for all contractors. Commercial 
companies are also trying to mitigate the 
increased cyber risk they can’t directly control. 
You are probably seeing more contracts with 
strict Indemnification language and requirements 
for Cyber insurance and Technology Errors & 
Omissions coverage with higher limits. 

The Threat and 
Business Landscape

Sophisticated cybercriminals are 
increasingly targeting tech companies 
and managed service providers. To 
make things worse, your clients are 
also trying to push cyber liability to 
you through contract provisions. 

The good news is, there 
is something you can do 
to mitigate these market 
influences:

BUNDLE YOUR TECH E&O 
AND CYBER POLICIES.
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INCREASED CYBER-ATTACKS 
Tech E&O and Cyber claims are on the rise. This is due to the growing number of cyber-attacks in past 
several years, but especially during the pandemic, when most businesses shifted to telecommuting. 
Sophisticated and well-funded cybercriminals are targeting high-profile technology operations where 
one successful hack provides access to tens of thousands of businesses down-stream. The Kaseya 
ransomware attack is just one of the most recent major headlines, but cyber-attacks are happening 
daily, which can severely affect small to mid-size companies who may not have the necessary resources 
to handle an incident. 

The attack involving Kaseya was characterized by the FBI as “a supply chain ransomware attack 
leveraging a vulnerability in Kaseya VSA software against multiple MSPs and their customers.” This is 
an excellent example of how no company is safe. Although only about 0.1% of Kaseya’s clients have 
been affected, some of those were MSPs whose clients were then indirectly impacted as well. 
This is a lesson that if you work with any vendor or partner (which most businesses do), 
it’s just a matter of time until your business could become a victim next. 



A cyber incident is almost guaranteed 
to trigger an E&O claim. For instance, 
if you get infected by ransomware and 
accidentally spread it to your clients, you’ll 
be facing both types of claims. Before 
the emergence of the blended Tech E&O 
and Cyber insurance policies, older Tech 
E&O policies often included limited or no 
cyber protection at all. Hence, combining 
the two is prudent to be protected. If you 
are not sure what type of policy you have, 
now is the time to check.   

How Combining Tech E&O and Cyber 
Coverages Benefit Your Business
We highly recommend combining Tech E&O with 
Cyber insurance for the following reasons:

If you have two separate policies with 
different insurance carriers, processing 
your claims could be complicated or 
delayed due to lack of coordination. You 
could also be exposed to coverage gaps, 
and even worse, overpay for the separate 
policies due to redundant coverages. 
Bottom line, combine your Tech E&O and 
Cyber policies with one carrier whenever 
possible for affordable, streamlined 
protection. At minimum, have a single 
broker who can coordinate your policies 
with different carriers.

Bundling E&O 
and Cyber insurance 

is smart, but how do you 
find the right coverage for your 

technology business, since insurance 
policies are convoluted and vary greatly 

from one carrier to the next? In the upcoming 
sections, we’ll discuss how to qualify for coverage in 

the first place and what terms should your policy include.  
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Due to more rampant cyber incidents, insurance carriers are trying to limit their own exposures 
by increasing your insurance rates and deductibles, while simultaneously eroding available E&O 
and Cyber coverage. Here are six considerations to help you qualify for coverage. If you do receive 
coverage, but any of the points below are not to the satisfaction of the insurance company, you’ll be 
paying higher premium. 

1. Make sure your cyber controls are 
up-to-date. For instance, Multi Factor 
Authentication, data backups, and 
data encryption are some of the top 
requirements for most insurance 
carriers to offer cyber coverage.

2. If you comply with any cybersecurity 
frameworks or standards, have 
a cyber budget, and/or have any 
team members dedicated to cyber 
risk management, make sure to 
inform your broker. Organizations 
that demonstrate they take cyber 
risk management seriously will be 
looked at more favorably during the 
underwriting process, and that will 
help you get the most comprehensive 
and affordable coverage. 

3. Carefully complete the policy 
application and answer all questions 
honestly. This is your opportunity to 
position your business in a favorable 
light to qualify for coverage. 
Otherwise, the process might take 
longer, you could be charged more,  
or you might be denied a policy.

TECH ERRORS AND OMISSIONS 
INSURANCE

1. Insurance companies require that 
your vendor and client contracts 
include proper language (such as 
Hold Harmless, Indemnification) 
that will protect your business if 
something goes wrong.

2. The more your broker understands 
your core business, the better they 
can present your company as a “good 
risk” to the insurance market, which 
can positively impact your coverage 
and cost. If the underwriter fails to 
fully understand your business, you 
could end up not having sufficient 
coverage or paying too much.

3. With the emergence of cyber supply 
chain risk—which touches sourcing, 
vendor management, supply chain 
continuity and quality, transportation 
security, and many other functions 
across your business—protecting 
your clients’ data and systems are 
becoming more important. Even if 
you don’t have any of your client’s 
data, you may have privileged access 
to their systems and networks. Be 
sure to explain how you protect 
client information and privileged 
access in your applications. 

CYBER INSURANCE

Considerations to Qualify for Coverage
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How to Select the Right 
Tech E&O and Cyber Policy

Consider the following six points that a bundled Tech E&O and 
Cyber insurance policy should include for your protection:

Tech E&O is provided in one of two ways: 
Defined Services or Enterprise-wide policy. 

Many of your clients and vendors will require 
you to add them to your policy as additional 
insureds before contracts can be executed. Not 
having this coverage adds time and costs to the 
process and could even delay the start of your 
client work. 

Most good policies today will provide blanket 
coverage for additional insureds. But if yours 
doesn’t, make sure to add it. The benefit of this 
coverage is that any third party that requires 
you to add them as an additional insured is 
automatically added without any additional 
endorsements or costs as soon as the contract 
is signed. Many technology companies use contractors 

to provided services to their clients. If your 
policy does not cover your contractors’ work, 
you could be exposed to potential claims and 
lawsuits filed by your clients. This coverage will 
vary from one policy to the next, so make sure 
your policy covers any damages and injuries 
caused by the contractor while working within 
their scope of duties for your business. 
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COVERAGE FOR 
INDEPENDENT 
CONTRACTORS

BLANKET ADDITIONAL 
INSUREDS 

TYPE OF POLICY 

A Defined Services policy only covers the 
specific technology products and services that 
are included in the policy. An Enterprise-wide 
policy, on the other hand, will broadly apply to 
all your products and services, unless they are 
explicitly excluded. 

Both policies can be effective, but you should 
explore all available options with your broker  
to select the best solution for your company. 



This coverage is not always available or 
inexpensive but is worth the additional premium 
if you provide custom software or integrate 
third-party technology into your products 
and services. For example, it’s hard to patent 
software, especially if you are using open source 
code. So, make sure Intellectual Property (IP) 
Infringement is covered by your policy to protect 
your business from a potential lawsuit claiming 
that your software infringes on someone else’s 
intellectual property.

Offering a guarantee or warranty for any 
service or product is often excluded from 
coverage in a Tech E&O policy. It’s also a 
best practice not to include warranties or 
guarantees in your contracts. Unfortunately, 
for some technology companies, providing 
some level of warranty is industry standard, 
so if available, make sure to ask for this 
coverage in your policy to maximize  
your protection.  

If you are installing products or you are 
on your customers property, make sure 
you have coverage for bodily injury and 
property damage for professional services 
somewhere in your insurance program. 
Most Tech E&O policies don’t automatically 
offer this coverage. If your business needs 
this protection but it’s not available in  
your E&O policy, request it in one of your 
other policies, such as the General Liability. 
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INTELLECTUAL PROPERTY 
INFRINGEMENT

BREACH OF 
WARRANTY 

BODILY INJURY OR
PROPERTY DAMAGE



A good Cyber insurance should include  
the following:

If you experience a cyber incident, it will cost you money 
to respond. An essential part of any Cyber policy includes 
reimbursement for the following:

• Data breach coach expenses (a.k.a. data privacy/
cybersecurity attorney)

• Cyber incident handling expenses
• Cyber forensics investigation expenses
• Public relations and crisis communication expenses
• Victim notification, credit monitoring, and other 

remediation expenses
• Incident containment and remediation

A cyber incident can impact your business in many 
ways beyond your initial incident response costs. These 
indirect costs of a cyber event are typically reimbursed:

• Lost income due to system disruption
• Lost income due to system disruption of a third-party 

cloud service provider
• Costs to restore data, systems, and technology
• Extra expenses to get back up and running
• Lost income due to reputation damage suffered after  

a cyber event
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DIRECT CYBER INCIDENT AND 
BREACH RESPONSE EXPENSES

INDIRECT CYBER INCIDENT AND 
BREACH RESPONSE EXPENSES



You could face legal costs and damages if you:

• Fail to protect data entrusted to you by others, 
• Fail to stop the spread of a cyber-attack, 
• Post misleading or other defamatory content online, or 
• Don’t comply with a law, regulation, or contractual 

requirement.

Your Cyber policy should cover defense expenses, damages, 
and demands from data privacy or network security incidents. 
A good coverage will also broadly apply to data privacy and 
cybersecurity regulations and any resulting fines and penalties.

Criminals are consistently thinking of new strategies and 
exploiting new vulnerabilities. Cybercrime coverage options 
typically protect you from these types of cyber events, but 
coverage may be spread across a few different policies:

• Electronic Theft —A hacker compromises your corporate 
network and gains access to information that allows them  
to steal money from you.  

• Funds Transfer Fraud – Criminals access your bank account 
and make legitimate fund transfers on your behalf without 
your knowledge.

• Social Engineering Fraud —An employee is tricked into 
making fraudulent wire funds transfer, paying fake invoices, 
divulging bank account and payment information.

• Invoice Manipulation Fraud – Cybercriminals gain access 
to your email account and they are intercepting your emails 
sending invoices. Then they send manipulated invoices to 
your clients, which are paid. You only discover this when you 
try to collect payments. 

• Theft of Computing Resources—Criminals gain access to 
your phone system or cloud account and fraudulently use 
your resources resulting in costs.
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YOUR LIABILITY TO OTHERS FOR 
ALLOWING A BREACH OR INCIDENT 
TO OCCUR

CYBERCRIME



The PSA Tech team is happy to 
assist you with any questions 
regarding protecting your 
business. We can negotiate 
insurance terms and get 
the best price for the   
right coverage. 

CONTACT:
James Napp 
jnapp@psafinancial.com
psafinancial.com/eocyber
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